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 ✛ Trade secrets are an increasingly important form 
of intellectual property that secure proprietary 
information. They serve as foundation for 
investment in innovation and encourage greater 
collaboration between businesses and other 
institutions by creating a foundation of trust.

 ✛ Trade secrets along with other IP rights helped 
enable the innovation, investment, and cooperation 
that has made possible the development and 
delivery of Covid-19 vaccines in record time.

 ✛ Many proponents of a proposal at the World Trade 
Organization to allow members to ignore or negate 
innovators’ intellectual property rights (IPRs) related 
to Covid-19 (i.e., ‘TRIPS Waiver’) misunderstand 
the function of trade secrets. Some have accused 
innovators of prolonging the pandemic by not 
surrendering trade secrets. As we explain here, trade 
secrets have enabled greater and faster technology 
transfer by establishing trust among partners.

Key Takeaways

 ✛ We document that innovators already are 
sharing secrets and know-how widely with 
dozens of partners across the world to produce 
vaccine and therapeutic doses as quickly as 
possible. In several instances, they are working 
closely with their biggest competitors, thanks 
to the security provided by trade secrecy and 
other IP laws. 

 ✛ Forcing the disclosure of trade secrets would 
get in the way of manufacturing badly needed 
doses of Covid-19 vaccines by undermining 
voluntary arrangements and diverting 
resources from where they are needed most.
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The biopharma industry has been praised for the unprecedented speed at 
which it developed Covid-19 vaccines and treatments, but the regard has 
not been universal. Before innovators had even finished clinical testing of 
vaccines in the autumn of 2020, India and South Africa proposed that the 
World Trade Organization allow members to disregard the Agreement on 
Trade-Related Aspects of Intellectual Property (TRIPS) so that they could 
ignore or negate innovators’ intellectual property rights (IPRs) related to 
Covid-19 (i.e., ‘TRIPS Waiver’). As vaccine manufacturing has ramped 
up, criticism of biopharma companies and their reliance on intellectual 
property rights has further increased. So has support for the proposed TRIPS 
Waiver, which proponents believe will increase global supply by allowing 
more companies to manufacture.

Implementing such an IP waiver throws up many practical challenges, not 
least the problem of trade secrets, a key IP right that protects the complex 
manufacturing processes that underpin the production of Covid-19 vaccines. 
Without access to these trade secrets, rival manufacturers cannot make 
high-quality generic versions of proprietary vaccines, as they will lack access 
to crucial formulas or “recipes” for key components of Covid-19 vaccines as 
well as manufacturing methods and know-how. 

Given the importance of trade secrets to vaccine manufacturing, critics 
have accused innovators of prolonging the pandemic by not actively 
sharing know-how and preventing other manufacturers from ramping 
up production. One prominent critic contended that “the knowledge that 
can help end the pandemic should not be a secret.”2 Some have urged that 
innovators be forced to divulge their trade secrets and know-how to speed up 
manufacturing.

This policy brief explains how trade secrets in fact play a fundamental and 
positive role in vaccine manufacturing and R&D. 

First, trade secrets are not secrets, at least not in the way that people usually 
understand that term. Secrets are usually closely held and known by few. 
By contrast, trade secrets are a form of legal protection for commercially 
valuable proprietary information. To be a trade secret, information cannot 
be generally known in an industry and must be reasonably protected by the 
owner. However, the owner of a trade secret often shares it widely within a 
company and even outside a company, with proper precautions. 

Second, if a trade secret owner sharing proprietary information outside 
of a company seems surprising, that surprise derives from another 
misunderstanding. So long as a trade secret owner protects the secret and 
shares it only selectively, not generally, it may remain a trade secret. The 
legal protection is both the enabler and key motivator of this sharing. Trade 
secret law makes it safer to collaborate with others, as legal protection 
encourages greater trust through greater security.

Third, and perhaps most important, trade secret protection has helped 
enable the innovation, investment, and cooperation that has made possible 
the development and delivery of Covid-19 vaccines in record time. In fact, 
the WTO TRIPS Waiver discussion overlooks an important fact. Innovators 
already are sharing secrets and know-how widely with dozens of partners 
across the world to produce vaccine and therapeutic doses as quickly as 
possible. In several instances, they are working closely with their biggest 
competitors. This sharing relies on IP rights such as trade secrets, as it 
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allows proprietary information to be shared safely with the knowledge 
that it cannot be wrongly exploited by rivals for unauthorized commercial 
advantage.  

Fourth and finally, there is a misconception that the TRIPS Waiver would 
speed up vaccine production. Much of this technology is both new and 
cutting edge, so only a limited number of producers can speed up production 
in the near to medium term. Those producers are already collaborating. 
In fact, forcing companies to divulge trade secrets would disrupt these 
partnerships, potentially leading to the disintegration of existing 
manufacturing supply chains. These partnerships are delivering on a scale 
that would have been unimaginable pre-pandemic, with global production 
of Covid-19 vaccines expected to reach more than 12 billion doses in 2021, 
according to Duke’s Global Health Innovation Center.3

This policy brief explores the importance of trade secrets to the response 
to the Covid-19 pandemic. The first section explains the nature of trade 
secrets – a legal right that protects proprietary information, and by doing so 
encourages greater openness, cooperation, and investment in innovation. 
The second section explains how IP rights, particularly trade secrets, have 
been an essential foundation to the fight against Covid-19. The third section 
explains how the proposed TRIPS Waiver would likely not provide the help 
intended and might cause harm by undermining trade secret protection.  
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I. Understanding Trade Secrets

Many proponents of the WTO TRIPS Waiver appear to view trade secrecy 
as something that enables businesses to lock away knowledge solely for 
their own benefit, to the public’s detriment. This understanding seems to 
be motivated by instincts that transparency is better than secrecy and that 
people keep secrets for self-serving reasons.

The problem with this view is that trade secrets are not secrets, at least as 
that term is conventionally understood.

Trade secret laws are an essential but often misunderstood innovation 
policy. Laws protecting trade secrets do not lock away information, but 
rather create a circle of trust within which businesses can use and share 
confidential information securely. The security of this legal protection 
encourages investment in innovation. Somewhat paradoxically, it also 
encourages greater cooperation and sharing of information – a factor that 
has proved highly relevant to Covid-19 vaccine manufacturing scale-up.

A. Defining Trade Secrecy

Trade secret laws protect confidential business information from being 
used or disclosed without permission. A trade secret is information that is 
neither generally known outside a business nor easy to uncover. It must 
have commercial value to the business, which gets an advantage from 
keeping it secret.

The commercial nature of trade secrets is key to understanding the purpose 
and nature of this legal protection. This legal protection is not meant to 
encourage hoarding of valuable information, but rather to create conditions 
where people are willing to create and use it to do business.

Thus, trade secret law will allow a business to share confidential 
information with its employees and even with other businesses, so long 
as it makes reasonable efforts to protect it. For example, it must have 
sound security on its computer systems and restrict access to its valuable 
information to those who need to know it. When it reveals trade secrets to 
employees or cooperating businesses, it usually needs to have them sign 
agreements to keep them secret. 

Because trade secrets can be shared under protected conditions, they are 
not truly “secrets” as defined by common experience and understanding. 
A “secret” is usually something known to only a very few people. As the 
American statesman Benjamin Franklin famously said, “Three may keep 
a secret, if two of them are dead.” By contrast, a trade secret can be shared 
with many. It must be carefully guarded, but so long as it is shared under 
conditions of confidence and does not become generally known, trade secret 
law will prevent it from being disclosed or used without permission.

Trade secret protection is relatively fragile. In contrast to patent rights, 
trade secret rights do not prevent competitors from using any information 
that they independently discover or develop. So long as they do their own 
work rather than wrongly taking the work of others, trade secret protection 
does not apply. Competitors can also reverse engineer a trade secret from 
public information, including the product itself. If the trade secret becomes 

What are  
trade secrets?

 ✛  A trade secret is any 
confidential information that 
is valuable to a business. The 
name “trade secrets” tells 
you much of what you need 
to know:

 ✛  Trade — the information has 
commercial value to a business. 
It gets an advantage from 
keeping it secret.

 ✛  Secret — the information must 
be secret. It must be unknown 
outside of the business and not 
easy for others to uncover.

 ✛  Reasonable measures — to 
get protection, a business also 
must take reasonable measures 
to protect its confidential 
information from being stolen 
or leaked. The law won’t protect 
secrets unless the owner makes 
some effort to do so on its own 
behalf.

 ✛  Remedies — What protection 
does trade secret law provide? 
If somebody wrongly takes or 
uses a secret: (1) the owner may 
be able to stop them from using 
it; (2) the one who takes it may 
have to pay damages.
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generally known, it ceases to be protected, which often happens because of 
leaks, publication by independent researchers such as academics, or because 
of the general advance of knowledge in an industry.

Many types of information can be a trade secret. There are two broad 
categories that are covered: 

Technical information, for example:

 » Research results and experimental data

 » Product formulas and recipes

 » Product designs

 » Manufacturing processes

 » Computer code

Business and financial information, for example:

 » Customer lists

 » Supplier lists

 » Pricing information

 » Marketing and business plans

B. Trade Secret Protection Is Key to R&D 

Trade secret law importantly encourages innovation and investment by 
protecting the early stages of the R&D process. The European Commission 
explained this fundamental role of trade secrecy in its report proposing 
what eventually became the Trade Secret Directive (which harmonized trade 
secret laws among EU members):

Every IPR starts with a secret. Writers do not disclose the plot they are 
working on (a future copyright), car makers do not circulate the first 
sketches of a new model (a future design), companies do not reveal the 
preliminary results of their technological experiments (a future patent), 
companies hold on to the information relating to the launch of a new 
branded product (a future trademark), etc.4

Innovation is a process, and the entire IP system is essential to that whole 
process. Innovative developments – new products, methods, and processes – 
typically spring from a research and development process. This R&D process 
includes the development of a large amount of proprietary information and 
know-how developed through trial and error, learning what works and does 
not work, and deliberate testing. 

This process and the information it generates may yield a patentable 
invention. If it does, however, that patented invention will represent the tip 
of an iceberg – the incremental, useful, and new invention that constitutes 
an inventive step over what came before. That “iceberg’s tip” will sit atop 
a large body of information, much of which the developer will depend on 
trade secret law to protect.

In a study for the Organisation for Economic Cooperation and Development 
prepared with co-author Douglas Lippoldt, we found a positive relationship 
between the effectiveness of countries’ trade secret protection and 
investment in innovation.5 Stronger trade secret protection was associated 
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with greater R&D spending, more researchers, more foreign direct 
investment, greater importance of high-tech services, and several other 
positive economic outcomes.6

C.  Trade Secret Protection Secures Investment in Innovation

Creating the information embodied in R&D requires investment, and trade 
secret law secures those investments. Without trade secret protection, 
businesses would rightly fear that an unscrupulous employee or competitor 
might take its research and use it to unfairly compete. The unscrupulous 
competitor would gain a great advantage by skipping over the work and 
investment it takes to develop the product. Trade secret law provides a 
deterrent against and remedy for such wrongdoing.

For all these reasons, businesses rely heavily on trade secrets. In fact, they 
may be the most important form of intellectual property, at least if you ask 
businesses. Numerous surveys in various countries with effective trade 
secret protection confirm the importance of trade secret protection. For 
example, a survey of European companies found that they preferred trade 
secrets to patents, with the preference strongest among smaller businesses.7 
A survey in the U.S. found similar results.8 The European Commission 
sponsored a survey that illuminated the issue. In a survey of 537 businesses 
in Europe,9 75% of respondents ranked trade secrets as “strategically 
important to their company’s growth, competitiveness and innovative 
performance.” The survey found that companies of all sizes relied on trade 
secrets, including small and medium size enterprises.

D.  Trade Secrecy Paradoxically Encourages Openness 
and Cooperation

Although trade secrecy protects confidentiality, it paradoxically can lead 
to greater openness and collaboration. A trade secret owner can rely at least 
partly on the law for protection, which brings “secrets” at least partly out 
from behind private, locked doors, making them safer to disclose and use 
for collaboration with others, including suppliers, manufacturers, and  
co-developers.

Effective trade secret laws lead to greater willingness to work with 
strangers. In economies where trade secret protection is ineffective, 
businesses are more inclined to remain family businesses or stay smaller.10 
Where businesses have the backing of the law to protect their secrets, they 
are more inclined to scale up by hiring new employees and add people with 
new and needed skills.

Even more important, trade secret law makes it safer to work with other 
businesses. Such collaborations are often essential – for example, another 
business might be better at manufacturing a product, fabricating a part, or 
providing information technology services. The relationship might even be a 
more formal one, such as a joint venture. 

Such division of labour is the basis of modern economies; it is more 
efficient, it saves money, and it leads to growth and mutual benefit. 
However, if collaboration comes at the cost of endangering valuable 
secrets, it’s less likely to happen. Effective trade secret protection makes 
collaboration safer. There is always an element of confidentiality by design, 
but trade secrecy broadens the circle of trust.

Although trade secrecy 

protects confidentiality, 

it paradoxically can lead 

to greater openness and 
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A leading American trade secret law case, Rockwell Graphic Systems, 
Inc. v. DEV Industries,11 illustrates how trade secrecy enables broader 
collaboration to the benefit of innovators, employees, collaborating 
businesses, and customers. Rockwell, a manufacturer of large printing 
presses, shared thousands of drawings and specifications with hundreds 
of employees and many contract manufacturers and customers to enable 
the quick manufacture of frequently needed replacement parts. Everyday 
understanding might not consider such widely shared information a 
secret. Nevertheless, it still received protection as a trade secret because the 
owner had maintained an unbroken circle of trust among its employees 
and business associates using security measures, including confidentiality 
agreements. Rockwell was thus able to serve its customers more effectively 
and affordably by sharing its information among its employees and working 
with a network of contract manufacturers.

Trade secrecy and other IP rights have, in fact, been fostering collaboration 
where it’s been most badly needed: In the effort to develop and manufacture 
treatments for Covid-19. We explain this in the next section.
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II.  Trade Secrets: Part of the Essential 
Foundation of the Fight against Covid-19

Producing Covid-19 vaccines and treatments has required continuing and 
significant innovation, investment, and collaboration at every step from lab 
to patient. The immediate drivers of this work were great science, skill, and 
dedication. But intellectual property, including trade secret protection, has 
been an essential foundation, creating the security, confidence, and trust 
that allows all this to happen. 

There is a misunderstanding of the biopharma industry that causes some 
to underestimate the importance of IP to the industry and exactly why 
companies value their trade secrets. This view sees drug development as 
a straightforward undertaking, where a well-known, standard process 
is used to synthesise potential drug candidates, which are then tested 
to determine their potential, taken through clinical trials, and then if 
successful, mass manufactured using well-known, standard capabilities 
available widely around the world. In this view, the innovation is in 
identifying potential drugs and the risk and investment lies in taking 
them through clinical trials. 

This view was never fully accurate and is increasingly outdated. Many 
drugs – particularly Covid-19 vaccines – are developed at great expense using 
cutting edge novel technology and are manufactured using novel, cutting 
edge techniques. This process requires innovation and investment at every 
step, relying on unique capabilities that are not necessarily widely available 
nor standard. Crucially, there has been ground-breaking innovation in both 
the original innovation and the manufacturing processes required to make 
that innovation into a mass-manufactured treatment for patients.

The reason for this change is that in recent decades, the biopharma 
industry has increasingly moved from its traditional focus on small 
molecule (chemical) drugs to large-molecule (biologic) drugs based on living 
systems.12 Biologics have been successful in generating new treatments for 
hundreds of indications but are far more complex than small molecule drugs 
at every step, from development to regulatory approval to manufacturing.13  

This shift to biologics has been reflected in Covid-19 vaccines and 
treatments – including mRNA vaccines (e.g., Pfizer/BioNTech and 
Moderna), adenovirus vector vaccines (e.g., J&J and AstraZeneca), protein 
subunit vaccines (e.g., Novavax), monoclonal antibodies (casirivimab and 
imdevimab), and antivirals (Remdesivir).

The increased complexity of developing and manufacturing treatments 
has made trade secrecy more important than ever to this industry. Trade 
secrecy is important to protecting the investment in innovation in new and 
diverse platform technologies and in developing manufacturing processes. 
As the industry has grown more complex, collaboration among companies, 
research institutions, manufacturers, and suppliers has become more 
necessary, with trust bolstered by trade secrecy.

For the purposes of this paper and related research, we interviewed 
intellectual property and manufacturing experts from eight major 
companies in the biopharma industry about the role of intellectual property 
in developing, manufacturing, and delivering Covid-19 vaccines and 
treatments.14 Several common insights regarding the importance of trade 
secret protection emerged. The increasing complexity of developing and 
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manufacturing means, as several interview subjects observed, that no 
one company can do it all alone. This has been particularly true in the case 
of developing Covid-19 vaccines and treatments, as companies moved as 
quickly as possible to address the challenge. Partnerships numbered in the 
hundreds, and often involved traditional rival companies working together 
to produce the needed vaccines and treatments.

As Matthew Pugmire, Assistant General Counsel at Pfizer, Inc., explained: 
“No one party can do everything. No one entity has all the tech to bring to 
bear to solve a problem like Covid. It has taken a tremendous amount of 
collaboration. And those IP aspects have really facilitated collaboration. It 
allowed parties to share information freely, knowing there are frameworks 
to protect that information so that it is properly used.”

In this Section, we explain how trade secrets have underpinned the 
investment, research collaboration, and innovation that has occurred at 
every step, from developing platform technology before the pandemic, to 
developing and manufacturing Covid-19 treatments and vaccines.

A. Developing Platform Technologies

In contrast to small molecule drugs, more recent innovation in the life 
sciences is characterised by an increasing number of platform technologies. 
A 2015 study counted at least “at least twenty innovative technologies” “used 
to create biotechnology products,” including recombinant DNA, molecular 
engineering of proteins, and monoclonal antibodies.15 New technologies 
such as mRNA vaccines have arisen since.

Building on a new platform technology can constitute an “extra step” 
compared to developing small molecule drugs. While older drugs are 
developed based on more mature technologies, developing a new biologic 
may first require the development of new technologies and manufacturing 
techniques. Such R&D entails experimentation, adaptation, and creation 
of large amounts of data, an investment secured in large part by trade 
secret protection. 

For Covid-19, new platform technologies have proven to be particularly 
significant. The first mRNA vaccines approved for use were the Moderna 
and Pfizer/BioNTech Covid-19 vaccines. The vaccines developed by Janssen/
Johnson & Johnson and AstraZeneca used an adenovirus as a viral vector. 
The Novavax vaccine, which is still in development but shows promise, is a 
protein subunit vaccine produced with a novel manufacturing process using 
a living organism.

In our interviews, subjects observed that the technologies used to develop 
and manufacture such vaccines and treatments have value and application 
beyond Covid-19. For example, the mRNA technology used by Moderna and 
Pfizer/BioNTech has potential applications to treat cancer, multiple sclerosis 
and other conditions.16

The investment used to develop these technologies and resulting value is 
embodied in the R&D, the experiments, data, techniques, and know-how 
on which they are based. Our interview subjects observed that much of the 
value of the new vaccines and treatments developed by innovator companies 
lies in this information, but only if intellectual property rights – particularly 
patents and trade secrets – are protected.
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Global Head, IP Affairs, Novartis
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The development of these platform technologies represented decades of IP-
driven innovation and investment, some of which, like mRNA, bore fruit 
just in time to help with the pandemic. As Pfizer’s Pugmire observed, “The 
core technologies came together at the right time and were available for the 
Covid response because we had a strong and robust IP system over the years.  
You could argue that those technologies would never have been developed 
without IP.”

For example, mRNA vaccines required key breakthroughs before they 
became practical as even potential vaccines.17 These breakthroughs took 
decades of academic research to achieve. The patents on this academic 
research were licensed (and further sublicensed) to startups and other 
companies.18 It then took about another ten years of applied R&D and 
billions in investment at companies such as BioNTech and Moderna to 
achieve viable treatments – which were fortunately ready by early 2020.19 

The investments these companies obtained to support their applied work 
depended in part on their opportunity to get patents and protect trade 
secrets. As Moderna’s academic founder Derrick Rossi explained, “you can 
be working on the coolest thing, but investors need to know that there is 
some protection for their investment, plain and simple.”20 IP is “the future 
prospect that reassures investors.”21

B. Developing Covid-19 Treatments 

“ With COVID we got not only new treatments. Companies and universities around the 
world looked at what was already on the market, in the pipeline, and in various stages 
of development in their labs, that might work for COVID. We saw a lot of investments of 
time and money to get things moving and tested at record pace. IP had not only created the 
starting points for this research. It also supported efforts to share information, assets, and 
technology, to let people into your laboratories, share compound libraries, tools and trade 
secrets, and to collaborate to figure out how to manage the outcomes.”22

Corey Salsberg, Global Head, IP Affairs, Novartis

In the case of developing new treatments or repurposing older ones 
to combat Covid-19, trade secret protection was essential to bringing 
companies together in the first place. When companies sought to determine 
if they could productively work together, they had to disclose information 
about their research. A fundamental problem in such situations is 
that without protection, sharing information to demonstrate its value 
paradoxically destroys its value.

Consistently, companies cited trade secret protection as a key assurance 
that allowed them to reveal and exchange information, particularly in 
the context of virtual meetings required by the pandemic where personal 
trust was harder to develop. As Arno Hartmann , Head of Pharmaceutical 
Patents for Merck Group observed, “trade secret protection is an important 
factor. The first time you get in touch, you have to get a sense of the 
people on the other side. There is a certain level of trust needed. There is a 
series of engagements needed over time to build trust. People have to feel 
comfortable sharing and knowing they will get something in return. You 
build on this. Feeling that one can trust the other party is very important.”23 

One of the most notable partnerships was between Pfizer and BioNTech. 
BioNTech’s founders, Ugur Sahin and Özlem Türeci, have been working on 
developing mRNA technology for the last 25 years and founded BioNTech 
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in 2008.24 BioNTech has a large range of collaborations with different 
pharmaceutical companies and organisations globally that hold patents 
for technology and research relating to mRNA, allowing BioNTech to then 
have a license to use the mRNA-based technologies to help them further the 
pioneering research in the field.25 

When the pandemic arose, BioNTech decided to attempt to develop an 
mRNA vaccine.26 It turned to Pfizer, already a partner on potential flu 
vaccines, because Pfizer had the manufacturing expertise and capacity to 
manufacture the vaccine at scale. They commenced work before a contract 
was signed, highlighting the trust within their relationship and ability to 
rely on trade secret protection.27 They entered an agreement on March 17, 
2020, whereby BioNTech agreed to disclose its mRNA research to Pfizer.28 In 
return, Pfizer brought its significant manufacturing and regulatory know-
how to bear on getting the vaccine approved and manufacturing it at scale.29 

The level of trust needed for this fast-moving and deeply entwined 
collaboration was made feasible by trade secret protection. Without 
the security of trade secrecy, the risk might have been impracticable, 
particularly for BioNTech as the smaller party with deep expertise in mRNA. 
As Pfizer’s Pugmire observed, “IP protection was critical. We had an ongoing 
collaboration with BioNTech before the pandemic. . . . I can’t speak for 
them, but I cannot imagine they would be comfortable coming and sharing 
their mRNA construct with a company like Pfizer without IP protection. This 
is their core technology and the result of all the investments they have made 
over the years. IP protection gave them [the] assurance [that] they could 
share it without losing all their investments from over the years.”30

C. Manufacturing Covid-19 Treatments and IP

The biopharmaceutical industry’s shift to biologics has required greater 
innovation, investment, and cooperation among companies. Modern 
biopharma manufacturing is highly specialised, with manufacturing, 
finishing, and distribution distributed among many cooperating 
companies. The pandemic magnified the need for cooperation and 
specialisation in manufacturing.

The greater complexity in manufacturing biologics stems from the fact that 
biologic drugs are harvested from living microorganisms or produced from 
biologic processes, unlike small molecule drugs, which are synthesised 
using long established methods.31 Rather than using a well-known 
process, innovators often must develop a new manufacturing process for 
the new drug and they likely need to work with others and license third 
party IP to do so.32 A notable example of this novelty and complexity is the 
manufacturing process for the Novavax vaccine, which is produced with a 
novel manufacturing process using the cells of an armyworm moth larva 
as a living factory. While that example is striking in its particulars, it is 
like other biologics in that it employs a novel manufacturing process that 
requires multiple steps.

While a novel manufacturing process may quickly become standard, the 
innovation and investment in manufacturing Covid-19 vaccines is recent 
and continuing. Thus, on the one hand, not every biologic requires an 
entirely new manufacturing process, nor is every step in a new process 
novel. On the other hand, these manufacturing processes were made 
possible by recent, large investments of money and resources by innovators 
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and investors. Without the security afforded by IP rights (and the 
expectation that these IP rights will continue to be enforced and respected), 
such investments likely would be put toward more relatively secure 
endeavors.

We explain in the following discussion how investment, innovation and 
cooperation in manufacturing Covid-19 treatments was secured by IP 
rights. To manufacture a new vaccine, an innovator may need to develop 
a new process, obtain materials from another specialised manufacturer, 
license technology from others, and share trade secrets and know-how 
with manufacturing partners. At each of these steps, IP, including 
trade secret protection, is necessary to enabling the required investment 
and collaboration.

1. Innovation in Manufacturing Covid-19 Treatments

Scaling up the manufacture of new Covid-19 treatments has been 
challenging. Companies faced an unprecedented challenge to find the 
capacity to make billions of doses in a short time. While this challenge was 
great for all, it was particularly difficult with respect to mRNA vaccines, 
which had only ever been produced in small batches for research and 
testing purposes.

A misconception has arisen regarding mRNA vaccine production, with some 
saying that producing these vaccines is faster, easier, or quicker to scale 
up than other technology.33 This may result from conflating the process 
of designing an mRNA vaccine with the task of mass manufacturing the 
vaccines. It is true that mRNA vaccines can be designed relatively quickly, 
albeit using knowledge and processes that took decades of trial and error 
and billons in investments to achieve.34 Moderna famously worked out the 
design of its vaccine over the course of two days and started human clinical 
trials fewer than 60 days later.35 Meanwhile, developing the manufacturing 
process was neither easy nor trivial, and it demands specialised and 
sophisticated capabilities. Granted, mRNA vaccines are quicker to 
manufacture than some other technologies, but that manufacturing process 
did not yet exist at the start of 2020, it took months of investment and 
innovation to develop, and the process is still undergoing refinement. 

Manufacturing mRNA vaccines for the first time in a very short timeframe 
required significant innovation and remains a technically challenging 
endeavor. The process proved to be technically challenging as Pfizer 
developed a 50,000 step process.36 Pfizer identified and worked with 86 
different suppliers.37 The vaccine required 280 materials in total, 10 to 15 of 
which were novel to the mRNA vaccine.38 Through unstinting effort and 
investment, Pfizer cut the initial production time in half, enabling it to 
deliver more doses more quickly.

The production process for Pfizer’s vaccine needs to be completed from 
start to finish inside a hermetically-sealed system.39 It took several months 
of working with partners to identify the optimal process for making this 
mRNA vaccine, even though BioNTech had been working with mRNA 
technology for 25 years, possessed considerable knowledge related to mRNA 
platforms, and had spent 10 years setting up the manufacturing processes 
that allowed for their Covid-19 vaccine production.40 According to the 
company itself, the validation of a single production site can still take up 
to a year.41 
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Moderna also innovated to develop its manufacturing capacity, which 
relied even more heavily on partnerships. For example, it partnered with 
Gingko Bioworks, which helped Moderna optimise processes for producing 
raw materials by providing “bioengineering know-how and resources.”42 
Moderna also entered a strategic partnership with a Swiss company, 
Lonza Ltd., in May 2020, to develop sufficient manufacturing capacity 
to meet global needs.43 While Moderna’s scale up was assisted by U.S. 
government funding, Lonza provided the necessary know-how to develop a 
manufacturing process that could meet the regulatory requirements of over 
50 countries.44 In exchange, Moderna engaged in technology transfer to 
enable Lonza to develop its mRNA manufacturing capacity.45

Meanwhile, investment, innovation, and collaboration in improving mRNA 
manufacturing has continued. For example, in August 2021, Aldevron and 
Gingko Bioworks announced the first fruits of a partnership to optimise 
production of mRNA vaccine components.46 They have developed a process to 
make the production of vaccinia capping enzyme (VCE) over 10 times more 
efficient.47 VCE is a key component in mRNA vaccines, as it convinces the 
human immune system not to attack the active ingredient. VCE production 
has been difficult, so the breakthrough will help increase the production of 
mRNA vaccines. Aldevron has exclusive rights to the protocol for this new 
method48 – presumably a trade secret unless they can and do choose to file 
a patent. 

The heavy investment, technology transfer, and collaboration that 
enabled mRNA vaccine developers and their partners to develop a new 
manufacturing process in just a few months depended on IP. Parties cannot 
share their trade secrets without the trust provided by legal protection, nor 
justify investing their resources and others’ money on such an endeavour 
without the security that IP rights provide for a return on that investment.

2. Specialisation

Modern biopharma manufacturing is specialised, with manufacturing, 
finishing, and distribution distributed among many cooperating 
companies. Some of the manufacturers provide key components to vaccine 
developers and manufacturers. Others specialise in manufacturing but can 
only do so with technology transfer.

One example of specialisation is the production of plasmid DNA, a 
component that is used to produce mRNA Covid-19 vaccines and many 
other treatments. A study published in late 2020 identified the production 
of plasma DNA as “the bottleneck of the genetic medicine revolution.”49 In 
August 2020, one plasmid DNA manufacturer observed that making just 2 
billion doses of Covid-19 vaccine would use all the capacity the world then 
had for making plasmid DNA.50 Since then, companies in this business have 
invested heavily and quickly to expand capacity.51 

Plasmid DNA manufacturing is a competitive business where each 
manufacturer develops proprietary know-how. While customers tend 
to view plasmid DNA as a commodity product, each plasmid DNA 
manufacturer seeks competitive advantage by developing its own unique, 
proprietary processes and relying on its unique know-how for regulatory 
compliance and quality control.52 A recent study of the biotech sector that 
interviewed industry experts found that trade secrecy in the manufacturing 
of biologics spurred greater innovation and the development of knowledge. 

Just transferring the 
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Interviewees “reported that trade secrets covering the original product 
helped to spur innovation and increase scientific knowledge. Lacking 
information on the development of the originator biologic, biosimilar 
companies are often forced to develop their own processes, resulting in 
improved understanding of the biologic active substance’s characteristics 
and function.”53 Trade secrets help drive competition, and thus innovation 
and investment in this sector.

The demand for plasmid DNA and the limitations of the current 
manufacturing technology call for further innovation. The late 2020 study 
that identified the plasmid DNA bottleneck stated that “it is becoming 
increasingly clear that it is the fundamentals of plasmid DNA manufacture 
that render it incapable of enabling the future of genetic medicine” as the 
current process is too slow and prone to failure.54 

In response to this need, Touchlight Genetics Ltd developed a proprietary 
process for producing a synthetic DNA vector. This patented technology, 
referred to as ‘doggybone DNA (dbDNA), is an alternative to plasmid DNA.55 
It can be produced in weeks rather than the months required for plasmid 
DNA, and it states that it can produce enough for 1 billion vaccine doses a 
month.56 While the technology itself is patented, Touchlight has worked for 
several years to optimise its manufacturing techniques. In 2018, Touchlight 
partnered with Janssen Biotech to evaluate and refine its production 
processes for its patented technology.57 These sorts of key collaborations, 
requiring technology transfer, as well as the development and sharing of 
valuable proprietary information, depend on the trust engendered by trade 
secret laws and other forms of IP protection.

3. Collaboration in Manufacturing

The demands of the pandemic made cooperation among specialised 
producers even more urgent. While large corporations like Pfizer and J&J do 
have some production capacity, their facilities cannot produce vaccine doses 
on the billions scale needed to vaccinate the world against Covid-19.

Given the enormity and urgency of the task, innovator companies could 
not and did not “hoard” vaccine trade secrets and know-how. To increase 
manufacturing capacity, they turned not only to contract manufacturers 
but to companies that were normally competitors. They had to teach these 
manufacturers how to make their products. Under these circumstances, 
trade secret laws and other IP protections accelerated rather than impeded 
vaccine manufacturing by enabling the necessary trust and confidence.

The Wall Street Journal recently reported on Pfizer’s search for 
manufacturing partners and work to transfer technology. The report 
described the work of individuals within Pfizer’s team, who are “among 
a relatively small number of professionals with the rare skill set to enable 
other companies to produce the shots.”58 One team member’s full-time 
job is to find potential partners with the capability to implement mRNA 
manufacturing technology.59 

As it began to look for manufacturing partners, Pfizer found that it was 
in a competitive situation. “Pfizer was vying with rival Covid-19 vaccine 
developers for limited manufacturing space . . . and it needed partners 
willing to work without a proven product.”60 Partnering with Pfizer initially 
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took a leap of faith: “Some of the would-be partners expressed frustration 
that [Pfizer] didn’t have more details about the Pfizer-BioNTech vaccine 
candidate because it was a work in progress.”61 

Once Pfizer finds and secures a potential partner, it takes months of transfer 
of the disclosure of confidential information and training to get the partner 
up to speed. The Wall Street Journal report described the lengthy process of 
bringing Pfizer’s partner, Thermo Fisher, up to speed. In May 2020, Pfizer 
began discussions with Thermo Fisher. The parties spent several months 
exchanging information as Pfizer developed its vaccine and manufacturing 
processes. Once the parties anticipated an agreement, a 24-person team 
from Pfizer began transferring know-how even before a final agreement 
was reached in February 2021. Among other things, Pfizer disclosed “more 
than 500 top-secret files – at least 5,000 pages of documents on making the 
vaccine – over secure computer servers and trained Thermo Fisher workers 
on mRNA, which the plant had never used before.”62 Seven months later in 
late August 2021, the parties are completing the process and submitting data 
to regulators for approval for Thermo Fisher to begin manufacturing.63

Once a vaccine’s components are manufactured by Pfizer or a partner such 
as Thermo Fisher, they need to be assembled and packaged into vaccine 
vials through a fill-and-finish process and then distributed. This work often 
involves a second set of specialist companies. For these arrangements, yet 
more know-how must be shared and transferred. The Wall Street Journal 
reported that “just transferring the knowledge of filling and capping the 
vials typically takes about 18 months and involves 10 stages, each consisting 
of hundreds of steps during which dozens of things can go wrong.”64

Without protection for the know-how and trade secrets of Pfizer and 
BioNTech, this collaboration and transfer of know-how could not have 
occurred. With mRNA vaccines potentially the basis of many other future 
treatments, from Multiple Sclerosis to cancer, the technology needed 
to be secured before it could be shared. As Bryan Zielinski, Chief Patent 
Counsel at Pfizer observed, “the same way that BioNTech was able to work 
with Pfizer due to IP protection, we were able to work with partners on 
manufacturing deals. Patents provided security, in addition to know-how 
and trade secret protections.”65 

All of this collaboration debunks the Covid-19 vaccine production story being 
told or implied by some critics. Some of the stronger rhetoric might lead 
one to believe that a few innovator companies are holding up the supply 
of vaccines by “going it alone” in order to jealously guard their know-how 
and secrets.

This story is simply not true. Instead, innovators are all collaborating with 
a wide variety of partners – suppliers, manufacturing partners, fill and 
finish providers, and distributors. They are necessarily sharing trade secrets 
and know-how to make this happen. The key limiting factors are finding 
partners with the necessary skills and equipment to do the work and meet 
stringent regulatory requirements.

Makers of Covid-19 therapeutics also engaged in rapid and extensive 
technology transfer to manufacturing partners. Gilead Sciences licensed 
generic pharmaceutical manufacturers in Egypt, India, and Pakistan to 
manufacture its broad spectrum antiviral Remdesivir.66 The contracts 
included technology transfer, as explained by Hemal Shah, Director of 
International IP & Trade Policy at Gilead, “Ultimately we share our IP in 
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order to show our partners how to safely and effectively make the product. 
Onboarding manufacturers involves significant technology transfer and 
you need to be able to share and speak freely.”67 Shah also observed that 
voluntary, collaborative technology transfer is not a one time, one way 
event, as both Gilead and its partners have discovered and shared with one 
another improvements and refinements in production processes. 

One way to show the scope of collaboration is to summarise it. 
Collaborations are not centrally reported but many are publicly announced, 
and we have collected this information as available from a wide variety 
of sources. Figure 1 summarises publicly-announced manufacturing 
and distribution partnerships from each of the five leading vaccine 
companies innovators.
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Manufacture Fill-and-Finish Distribution

Figure 1: Numbers of Agreements for Vaccine Production

AstraZeneca NovavaxJ&J Pfizer/BioNTech

Figure 2 summarises the partnerships these innovators have entered to 
manufacture their products. Note, some of these partnerships are with 
major competitors.
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Manufacture Fill-and-Finish Distribution

Company Name Company 
Location Company Name Company 

Location Company Name
Company 
Location

M
O

D
ER

N
A

Lonza
Visp, 
Switzerland

Catalent Bloomington, IN McKesson Corp United States

Portsmouth, NH Baxter International Bloomington, IN Takeda Japan

Moderna Norwood, MA
Laboratorios 
Farmacéuticos Rovi

Madrid, Spain Magenta
United Arab 
Emirates

CordenPharma Boulder, CO Recipharm Monts, France Medison Pharma
Central Eastern 
Europe & Israel

Liestal, 
Switzerland

Sanofi Ridgefield, NJ
Tabuk 
Pharmaceuticals

Saudi Arabia

Chenôve, France
Thermo Fisher 
Scientific

Greenville, NC

Samsung Biologic
Incheon, South 
Korea

A
S

TR
A

 ZEN
ECA

Cobra Biologics
Keele University, 
United Kingdom

Oswaldo Cruz 
Foundation

Rio de Janeiro, 
Brazil

Oxford 
Biomedica

Oxford, United 
Kingdom

Daiichi Sankyo Co. Japan

Halix B.V
Leiden, 
Netherlands

IDT Biologika
Dessau, 
Germany

IDT Biologika
Dessau, 
Germany

mAbxience
Garin, 
Argentina 

mAbxience
Garin, 
Argentina 

Liomont
Liomont, 
Mexico

Liomont
Liomont, 
Mexico

Catalent Anagni, Italy

Emergent 
BioSolutions

Maryland, 
United States

CP Pharmaceuticals
Wrexham, 
United Kingdom

Novasep 
Seneffe, 
Belgium

CSL Behring
Broadmeadows, 
Australia

BioKangtai
Shenzhen, 
China

SK Bioscience
Andong, North 
Gyeongsang, 
South Korea

Figure 2: Covid-19 vaccine manufacturing partnerships
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Manufacture Fill-and-Finish Distribution

Company Name Company 
Location Company Name Company 

Location Company Name
Company 
Location

N
O

VAVA
X

Praha Vaccines Czech Republic
Diosynth Biotech 
(FDB)

U.S.

Biofabri Spain United Kingdom

Diosynth 
Biotech (FDB)

U.S. SK Bioscience South Korea

United Kingdom Takeda Japan

SIIPL India
GlaxoSmithKilne 
(GSK)

United Kingdom

SK Bioscience South Korea GAVI GAVI Countries

Takeda Japan

AGC Biologics Sweden

Polypeptide 
Group

U.S.

Sweden

GAVI GAVI Countries

J&
J 

Johnson & 
Johnson

Leiden, 
Netherlands

Merck & Co.
West Point, 
Pennsylvania 

McKesson

Four 
distribution 
centers but exact 
locations N/A

Emergent 
BioSolutions

Bayview facility, 
Baltimore 
Maryland

Sanofi
Marcy I’Etoile, 
France

Merck & Co. 
Durham, North 
Carolina

Aspen 
Pharmaceuticals 

Port Elizabeth, 
South Africa

Sanofi
Marcy I’Etoile, 
France

Catalent Biologics 
Bloomington, 
Indiana

Aspen 
Pharmaceuticals 

Port Elizabeth, 
South Africa

Catalent Biologics Anagni, Italy

Biological E
Paonta Sahib, 
Himachal 
Pradesh

Grand River Aseptic 
Manufacturing

Grand Rapids, 
Michigan

Catalent 
Biologics 

Bloomington, 
Indiana

IDT Biologika 
Dessau, 
Germany
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Manufacture Fill-and-Finish Distribution

Company Name Company 
Location Company Name Company 

Location Company Name
Company 
Location

P
FIZER

/B
IO

N
TECH

 

BioNTech

Mainz, Germany Pfizer Puurs, Belgium

Idar-Oberstein, 
Germany

Dermapharm
Brehna, 
Germany

Marburg, 
Germany

Baxter Halle, Germany

Siegfried
Hameln, 
Germany

Sanofi
Frankfurt, 
Germany

Baxter Halle, Germany
The Biovac Institute 
Ltd.

Cape Town, 
South Africa

Novartis
Stein am Rhein, 
Switzerland

Eurofarma Brazil

Merck KGaA
Darmstadt, 
Germany
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III.  Why the TRIPS Waiver is Likely to 
be Counterproductive

Despite the huge investment and unprecedented collaboration to ramp up 
production of Covid-19 vaccines, critics say it is not enough. Calls have been 
increasing to implement the proposed TRIPS Waiver at the WTO. This waiver 
would allow member nations to pass legislation or otherwise disregard 
obligations they have under the WTO Agreement on Trade Related Aspects 
of Intellectual Property (TRIPS). The proposed wavier would apply to patents, 
copyrights, trade secrets, and designs.

Some are further proposing that makers of Covid-19 vaccines and treatments 
be required to surrender know-how pursuant to the proposed waiver. 
But such a coerced transfer of know-how poses several problems and 
would prove counterproductive both in the long and short run. It would 
destroy valuable trade secrets, thus reducing incentives to address future 
emergencies. Just as important, it would interfere with addressing the 
current emergency as it would, paradoxically, reduce cooperation and 
information sharing.

Here are some of the key issues with the proposed TRIPS Waiver:

Trade Secrets Are Not the Problem. Critics are portraying innovators and IP laws 
as the reason vaccine production is slower than one would like. While it is 
tempting to look for a villain when things aren’t going as well as one would 
hope, the facts do not support this story.

While there are key trade secrets underlying Covid-19 production, nobody 
is hoarding information. As this paper explains, this statement is not 
the paradox it seems to be. Trade secret laws allow people to rely on legal 
protection instead of zealously guarding information within a small circle. 
Instead, information can be revealed to more employees and third-party 
businesses without losing proprietary status. 

In this way, trade secrets and other forms of IP enable greater sharing of 
information, which is exactly what has happened in the case of Covid-19. 
As we document, innovators are collaborating widely with third parties, 
engaging in transfer of proprietary information and know-how, even 
to competitors.

The holdup is in part caused by the fact that this is a new technology, 
requiring sophisticated manufacturing capabilities. Some of the 
components, such as plasmid DNA, were not yet being produced in the 
needed quantities the pandemic response required.

Moreover, innovators do not appear to be holding back as they transfer 
technology and know-how to maximise production. In interviews, they 
consistently said that they are voluntarily transferring know-how to every 
manufacturer that can employ these complex technologies quickly and 
safely. The fact that this knowledge transfer is so widespread and includes 
competitors is confirmation of this assertion, as is the Wall Street Journal 
account of Pfizer’s willingness to share thousands of pages of confidential 
documents and engage in months of training of a manufacturing partner.

A Trade Secret Revealed Without Protection is a Trade Secret Destroyed. The problem 
with forcing disclosure of confidential information is that once revealed, its 
commercial value is destroyed. A trade secret revealed in any one country 
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would cease to exist everywhere. This total loss contrasts with what happens 
when a patent is compulsorily licensed. While it may be less valuable in 
one country, it still retains value in other countries and for other uses. The 
difference in loss of value is like the difference between requiring the free 
rental of a single room in a skyscraper and demolishing the entire building.

Such a forced disclosure could result in the largest peacetime destruction of 
the value of intellectual property rights in history. Given the fact that many 
of these trade secrets relate not just to Covid-19 vaccines and treatments but 
are applicable to cutting edge technologies more generally, the losses could 
be many billions of dollars. Depending on the laws of the country forcing 
disclosure, the loss may even go uncompensated and create a disincentive to 
continue R&D.

Widespread Collaboration and Specialization Means Knowledge and IP Rights are Widely 
Distributed. In the modern biopharma industry, no single innovator has all 
the rights, knowledge and skills that are needed to enable third parties to 
develop and manufacture vaccines. In the first place, all the innovators 
have licensed in key technology developed in basic research institutions. 
More important, they rely on a variety of partners with their own expertise 
to provide key components. While these obstacles are not insurmountable, 
they make the challenge more complex than “making Astra Zeneca or 
Moderna give up their secrets.” For example, the plasmid DNA producers 
discussed earlier are a key part of production. 

Involuntary Sharing of Know-how is Impracticable. Reading a patent or other 
disclosure can teach a technically trained person a great deal but 
manufacturing sophisticated biopharma products that must meet 
exacting regulatory standards takes hands-on experience. For this reason, 
many proponents of the TRIPS Waiver are advocating for the transfer of 
know-how. 

“Know-how” is an imperfectly defined category of information, but 
the name itself is broadly indicative – it’s the knowledge of how to do 
something. It may include trade secrets, but it is a much broader category. 
Companies and individuals acquire skills and knowledge that aren’t 
necessarily proprietary or unique to a particular business, but that require 
experience to develop. Real life conditions generate all sorts of problems and 
failures that one learns to overcome. For example, one manufacturer told 
us that the extremely cold temperature that mRNA vaccines require make 
it hard to affix the necessary label to vials. Experience in overcoming such 
problems – including far more technical challenges – generates know-how.

As Novartis’s Salsberg observed, “people don’t usually set out to develop 
know-how. Rather, it is often the natural product of doing scientific and 
technical work. It’s hard to distil and put in a manual. Real know-how 
cannot just be written on a paper. You have to share know-how through 
doing and through collaboration.”68

The need for hands on collaboration is the flaw underlying proposals to 
require or strongly persuade companies to transfer know-how. Only some 
know-how can be written in a manual. Most must be learned on the job. 
Reluctant teaching is unlikely to produce effective transfer. 

Forced or reluctant technology transfer also would be a distraction from 
fighting the pandemic. Because not all know-how is reducible to a 
written description, people are needed to collaborate. Effective transfer 
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of know-how would require redirecting key individuals and business 
units away from the mission of fighting the pandemic or concentrating 
on the most technically capable voluntary partners first. The forced 
relationship would lack the beneficial two-way, ongoing communication 
of voluntary relationships.

What is more likely to produce effective know-how transfer and speed 
production is voluntary collaboration for mutual gain. That is already 
happening around the world.

Taking Trade Secrets Will Likely Chill Innovation and Collaboration. The TRIPS Waiver 
likely won’t make the largest biopharma companies stop innovating or even 
make them completely unwilling to step up for the next crisis. But it could 
reduce investment in new companies and reduce resources available to 
existing ones by dissuading investors from this sector. It could also change 
the way in which biopharma companies are willing to help during a crisis.

A large-scale loss of trade secrets would chill investment by adding an 
additional risk for investors to consider. Successful companies such as 
Moderna and BioNTech raised billions of dollars from investors when they 
were startups. So did many less well-known unsuccessful companies, 
as most biopharma startups fail. Investors must accept the likelihood of 
failure when they invest. However, if they also must account for the fact 
that success also creates a political risk of loss, then investments in less 
politically risky startups in fields such as fashion or food and beverages 
become comparatively more attractive.69 Increasing risk would not end 
all investment, but more risk leads to fewer investments and less money 
invested. Reducing investment in the biopharma sector would mean fewer 
future Modernas and BioNTechs.

Moreover, the TRIPS Waiver could teach a harsh and counterproductive 
lesson that volunteering to apply technologies to global health problems will 
result in loss. Companies may be inclined to limit the potential exposure 
of trade secrets by pulling back from relationships and countries where 
they perceive the risk of expropriation to be high. This would result in less 
collaboration and less manufacturing in middle income countries and other 
jurisdictions perceived to be risker.

In addition, some of the technology involved here – for example, 
mRNA vaccines – is among the most promising for the industry. 
Forced disclosure would give global competitors an edge at the expense of 
innovators who had invested the resources to develop these technologies. 
Governments concerned with national competitiveness would do well to 
consider the implications.
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IV. Conclusion

Trade secrets and other IP rights have played a positive role in enabling 
the innovation, investment, and collaboration that has delivered Covid-19 
vaccines in record time. They continue to enable mass manufacturing of 
vaccines at unprecedented levels by enabling collaboration, technology 
transfer, and continuing innovation.

As we have documented, no innovator is going it alone, jealously refusing 
to share their knowledge. They are widely collaborating, working willingly 
with partners who are able to quickly meet the challenge of manufacturing 
sophisticated, novel products. The fact that these partnerships include 
competitors and require extensive technology transfer is telling.

The TRIPS Waiver proposal would undermine innovation and collaboration, 
now and in the future. Its unprecedented proposal to allow countries 
to destroy trade secrets and require involuntary transfer of know-how 
would distract innovators from addressing this pandemic and chill future 
collaboration, investment, and innovation.

The cost would be high, with little benefit. The producers with capacity 
to produce these novel vaccines (not just simple medicines or traditional 
vaccines) are already deployed. The private sector has spent large sums 
to address production bottlenecks, such as increasing the supply of 
plasmid DNA. 

While governments may consider future capacity, they would do best to 
consider how they could share and distribute the doses of vaccine they 
control with those around the world at the highest risk.
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